
Anything, Any Time, Any Place, Any Device

As technology advances, it means we can access anything, anywhere and on any device,
which is great. We have the ability to work from anywhere in the world without worrying
about how to communicate or access info. It's all at our fingertips.

However, with the benefits, there always comes a downside; which is that we simply don't
SWITCH OFF!

Just look at last month, how often have you found yourself replying to a 'work' email late at
night? How many times have you had an "I'll just get that done now" moment outside of
the regular 9-5? How many calls have your received when you were spending time with
friends and family, or just trying to have a moment to yourself?

Because of this, we have become impatient when it comes to waiting for responses. Long
gone are the days of getting back to someone in 3-5 working days. We want a response
NOW! and it can be super frustrating when we do have to wait for something.

Slowly, some people are rebelling against this; and it's starting with a change to their email
signature. Many businesses are asking their people to add a disclaimer to their email
signature (or a human footer, as its become known). A great example of this is:

TRULY HUMAN NOTICE: Getting this email out of normal working hours? We work at a
digitally-enabled relentless pace, which can disrupt our ability to sleep enough, eat right,
exercise, and spend time with the people that matter most. I am sending you this email at a
time that works for me. I only expect you to respond to it when convenient to you.

Would you adopt this for your business? Do you already have a human footer on your
email signature? I'd love to see it so please send an email to info@bitsmart.tech.

We hope you enjoy this issue, until next time, stay safe.

 

Chief Everything Officer ~ BITSmart.tech
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Welcome to the second issue of BE SMART

Monthly, our monthly publication for techies and

technophobes alike.
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THERE’S NO SUCH THING AS A STUPID QUESTION 1
… only stupid answers, right?

How often do you stop yourself asking a question for fear of sounding silly or rude or nosey? 

OK, it might be sensible to hold some of the questions back in certain situations.

But the one time you should ask anything and everything is when you’re looking for a new IT support partner (or any
other outsourced service, for that matter). 

When you’re trusting a large element of your business to another company, you want to be certain that you’re
making the right decision in choosing them.

If you’re looking for a new IT support provider, these are some of the tricky questions we suggest you ask…

Do they have the right knowledge of your sector to be able to provide you with the
right solutions? If they do specialise, how will they translate their service to your
business? Will it be a good match? Are they used to working with businesses the same
size as yours, or do they usually work with smaller or larger companies? 

Do you specialise
in an industry? 

Are they going to do what they say they’re going to do? Or do their clients soon become
disillusioned and look for a better service elsewhere? What’s the main reason that clients leave
them? 

What’s your
 retention rate? 

We know things can’t always be anticipated – especially when it comes to IT problems.
However, it’s really important to choose an IT service partner who will work proactively to
prevent as many issues as possible. If their work is primarily reactive, they’re missing some big
steps in their service. 

How much of your revenue
comes from fixing issues

vs preventing them? 

You want to know who you’re working with, and if they’re a good fit for your business. But it’s
important to know if you’ll have a dedicated account manager, or if issues are simply passed to
the person with the lowest workload at that particular time. A level of continuity when it comes
to your IT support can mean that problems are resolved faster, simply because someone is
familiar with your set-up.

Who will be
responsible for my

account?

Not a trick question! It can tell you a lot about the business to know how they dealt with a huge
problem. Was it something they already had a procedure for? If not, have they created
procedures in case something like that happens again? The biggest warning sign is a company
that tells you they’ve never had a huge disaster - unless they’re brand new, that can’t be true. 

What’s the biggest
disaster you’ve 

ever had?

The answers to these questions can really tell you a lot about a company. So ask the difficult
questions. Learn as much as you can about any new partner for your business. Because you want

to make sure they’re a great fit for you.
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ARE YOU
ALREADY UNDER

ATTACK?

You guessed it. I’m talking about phones. 

How many people in your business have a company-issued phone, or use their own to access company data like emails, client
information, or documents? It’s probably a high number, right? 

And your phone is a big risk to your data security. Smishing attacks (that’s the text message equivalent of a phishing email)
increased 328% in 2020 and will probably significantly rise again this year. 

That’s because it’s a goldmine for cyber criminals. 98% of text messages are read and 45% are responded to. So a smishing text
is likely to yield good results for criminals.

Once your phone is infected, malware can monitor your calls and messages, download and delete your data, and if a phone is
connected to your business network, the infection might even spread. 

60% of interaction with corporate data happens via a mobile device. 

Malware aside, mobile devices are more prone to loss and theft, which could see them easily falling into the wrong hands.

So with all that in mind, what steps are you taking to keep phones protected from threats like cyber-attacks and data theft? 

First and foremost, you need to educate your people on the dangers that smart phones pose. Make sure they know how to spot
a smishing attempt, and not to click or respond to anything that raises a red flag. Encourage everyone to block any numbers
sending bad texts, and even consider installing a spam blocking app on all devices. 

If your people are in any doubt as to whether a message is genuine or not, ask them to clarify with their contact with a phone
call. Don’t respond to a message if there is any doubt over its authenticity! 

Make sure that everyone uses multi-factor authentication or biometrics to unlock handsets. And set up encryption and the
ability to remotely wipe data if a device be lost or stolen. 

YOUR POCKET-
SIZED SECURITY

THREAT 

2

Everyone in your business should also know exactly what they  
  have to do if they think they’ve tapped on a potentially 
    dangerous link, downloaded something they shouldn’t 
       have, or lost a device. Create a protocol that details who 
          needs to be informed and in what timeframe, the  
            information that needs to be given, and how it’s  
              escalated. The sooner a potential breach is reported, 
                 the more can be done to quickly rectify the 
                    situation and protect your data.

As usual, if you need any further help or advise 

 on keeping all of your devices safe and secure, 

 give us a call.



Which two companies rejected Tony
Fadell's idea for the iPod before he
took it to Apple?

The first person to email us at
info@bitsmart.tech with the correct answer
gets a shout out on my socials & perhaps a
special prize in the post... 

The greatest gift anyone can give us is a

referral to your friends. Referrals help us

keep costs down so we can continue to

offer great service at great prices to our

clients.

If you refer a friend this month and they

become a regular client - we’ll gift them

and you an Amazon Gift Voucher worth

£25.  

Simply introduce us via email to

info@bitsmart.tech and I’ll take it from

there. I personally promise we’ll look

after your friends business with a high

level of care and attention (just like we

do with all our clients... and friends).

 

What do you call

an excavated

pyramid? 

Unencrypted

WE LOVE

REFERRALS
NEED A LAUGH?

TECHNOLOGY TRIVIA

Here at BITSmart.tech, we offer so much more than IT

Support. This month we want to talk Microsoft365. 

Do you wish you could scale your 365 estate by having

monthly billing at the annual RRP or less?

Do you still run your business email over web hosting FREE

emails without any additional security. 

MS365 is simple to adopt and we do all the legwork to ensure

your data is moved successfully. 

To find out more about how we can help, get in touch on the

details along the bottom of this newsletter to arrange a call. 

MICROSOFT 365
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(winner announced 31st August)
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We've teamed up with Business Success

Magazine to produce a Technology Special.

 
If you would like to know more or be in the magazine

as an author or advertiser - email info@bitsmart.tech

and we can send you more details


